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Presentation Notes
http://en.wikipedia.org/wiki/Morris_worm

According to its creator, the Morris worm was not written to cause damage, but to gauge the size of the internet. An unintended consequence of the code, however, caused it to be more damaging: a computer could be infected multiple times and each additional process would slow the machine down to the point of being unusable. 
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Presentation Notes
The ISP likely has banks of many modems multiplexed onto a high capacity telephone cable that transports a large number of phone calls simultaneously (such as a T1, E1, ISDN PRI, etc.). This requires a concentrator or "remote access server" (RAS). 


The Spread of the
Sapphire/Slammer SQL Worm
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Presentation Notes
Before January 25th, this talk contains a considerable amount of motivation as to why fast Internet worms are a potential threat.  They are now a real threat.



In the first 30 minutes of Sapphire’s spread, we recorded nearly 75,000 unique infections.  Most of these infections actually occurred within 10 minutes.



This graphic is more for effect rather than technical detail: We couldn’t determine a detailed location for all infections, and the diameter of each circle is proportional to the lg() of the number of infections, underrepresenting larger infections.   Nevertheless, it gives a good feel for where Sapphire spread.



We monitored the spread using several “Network Telescopes”, address ranges where we had sampled or complete packet traces at single sources.  We also used the D-shield distributed intrusion detection system to determine IPs of infected machines, but we couldn’t use this data for calculating the scanning rate.


Evolution of Botnets

* Motivation change in computer hacking

— Vandalism = Financial gains
— Loss of $67.2 billion (2006 figure)




Botnet Architecture
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Attack Behaviors

0 Stealing personal information

0 Keylogger and Network sniffer used on
compromised systems to spy on users and
compile personal information

3 Phishing and spam proxy

O Aggregated computing power and proxy
capability allow spammers to impact larger
groups without being traced.

a3 Distributed Denial of Service (DDoS)

O Impair or eliminate availability of a network to
extort or disrupt business
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Step back a bit…talk about market enabling specialization, overview of process



Miscreants buy, sell, and trade goods procured through hacking, social engineering, etc.

Some employ new techniques to perpetrate old crimes 

Ex: Using form-grabbing trojans to steal online credentials for identity theft and financial fraud

Others perpetrate sophisticated electronic crimes 

Using off-the-shelf goods and services acquired at market

Ex: Spear phishing with “store bought” bank email lists, mailers, scam pages, and hosting



Goods produced include:

 online credentials (online banking, payment services)

 offline credentials (cc nums, SSNs)

 hosts themselves



Applications:

 Bots

 Cashiers credentials to funds

 Send more phish, spam




“Sensitive Data and Market

Significance
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Idea: More sensitive data means more potential fraud and monetary loss




COMPUTERWORLD
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Al-Qaeda Poses Threat to Net
Pay heed to warning from bin Laden associate, experts say

DanVerton Today's Top Stories er Other Security Stories >

November 25, 2002 (Computerworld) — Intelligence and security experts last week said new warnings of

potential cyberattacks against Western economic targets by al-Qaeda sympathizers should be taken seriously by
government policy-makers and the managers of the targeted systems.

In an exclusive interview with Computerworld on Nov. 18, Sheikh Omar Bakri Muhammad, a London-based
fundamentalist Islamic cleric with known ties to Osama bin Laden, said al-Qaeda and various other radical

Muslim groups around the world are actively planning to use the Internet as a weapon in their "defensive" jihad, or
holy war, against the West.

“In a matter of time, you will see attacks on the stock market,” said Bakri, referring specifically to the exchanges in
Mew York, London and Tokyo. "That is what al-Qaeda is skillful with. lwould not be surprised if tomaorrow | hear of
a big economic collapse because of somebody

attacking the main technical systems in big The Science of CERTAINTY
companies.”

The White House

declined to comment. NO HAR DWARE . N O

However, U .S MNavy

Cmdr. David Wray, a SOFTWARE_ NO—ONE

spokesman for the
FBl's MNational
Infrasstrsc.lfurz CA N To U C H YO U .

Protection Center
(NIPC), said the NIPC We call it The Science of Certainty.

Take our instant security assessment and find out
how it will benefit your business. Click here.

is "concerned about
the potential for
terrorists to use the

Internet to inflict Be certain ‘9 Messagelabs’

damage, as well as




Electricity Grid in U.S. Penetrated By Spies

Article Video Comments {145)
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By SIOBHAMN GOREMAN
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Azsorigted Press

Robert Moran monitors an electric grid in Dallas. Such infrastructure grids across the country are vulnerable to
cyberattacks.

O Cyber spies have penetrated the U.S. electrical grid and
lef+ behind software programs that could be used to disrupt
the system.

O Transportation systems (air, truck, bus) the next?

O Next generation 9/11 without suicide bombers!



Security Regulations

O Business and security compliance is top-of-mind for
executives

O Protecting sensitive business & customer data is
the key focus of regulatory compliance requirement

Sarbanes-

Fﬂr Patient Information, Firms Must:
+ Maintain administrative, technical and phyﬁiaal safeguards
miagﬂty and confidentiality - :

+  Protect against threats or hazards; unautho

to ensure

ized uses or disclost




Business Impact of Lack of
Compliance

0 Direct financial ramifications Case Sludy
O FTC fines - Company:

: Large retailer
O Compensation payout to
customers « |ssue: Data breach

, , due to poor wireless
O Cost of external security audits | security

0O Lost customer confidence

« Ramifications:

7 Research shows substantial 20 years of third-party
indirect costs associated with iﬁ'?g A mandaiee
br'and damage Compromise of 1.4 million

credit cards and 96,000

checking accounts

Company losses related to
security breach ranged
from $6.5m to $9.5m



Do We Have Any Security
Regulations for Transportation
Systems?

O E.g., any FAA rules?



Transportation Control System
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Management & Diagnosis

firewall
ethernet
switch router router IP

O Many applications & services

o Traffic monitoring, authentication,
command & control, etc.

3 Critical for running business
O Large enterprise networks
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server farm

O 1,000s network applications
o 1,000s staffs in IT support

o $%$ millions of dollars spent every
year
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