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Presentation Notes
http://en.wikipedia.org/wiki/Morris_worm

According to its creator, the Morris worm was not written to cause damage, but to gauge the size of the internet. An unintended consequence of the code, however, caused it to be more damaging: a computer could be infected multiple times and each additional process would slow the machine down to the point of being unusable. 
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Presenter
Presentation Notes
The ISP likely has banks of many modems multiplexed onto a high capacity telephone cable that transports a large number of phone calls simultaneously (such as a T1, E1, ISDN PRI, etc.). This requires a concentrator or "remote access server" (RAS). 



The Spread of the 
Sapphire/Slammer SQL Worm

Presenter
Presentation Notes
Before January 25th, this talk contains a considerable amount of motivation as to why fast Internet worms are a potential threat.  They are now a real threat.



In the first 30 minutes of Sapphire’s spread, we recorded nearly 75,000 unique infections.  Most of these infections actually occurred within 10 minutes.



This graphic is more for effect rather than technical detail: We couldn’t determine a detailed location for all infections, and the diameter of each circle is proportional to the lg() of the number of infections, underrepresenting larger infections.   Nevertheless, it gives a good feel for where Sapphire spread.



We monitored the spread using several “Network Telescopes”, address ranges where we had sampled or complete packet traces at single sources.  We also used the D-shield distributed intrusion detection system to determine IPs of infected machines, but we couldn’t use this data for calculating the scanning rate.



Evolution of Botnets

• Motivation change in computer hacking
– Vandalism Financial gains
– Loss of $67.2 billion (2006 figure)
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Attack Behaviors
Stealing personal information

Keylogger and Network sniffer used on 
compromised systems to spy on users and 
compile personal information

Phishing and spam proxy
Aggregated computing power and proxy 
capability allow spammers to impact larger 
groups without being traced.  

Distributed Denial of Service (DDoS)
Impair or eliminate availability of a network to 
extort or disrupt business
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Presentation Notes
Step back a bit…talk about market enabling specialization, overview of process



Miscreants buy, sell, and trade goods procured through hacking, social engineering, etc.

Some employ new techniques to perpetrate old crimes 

Ex: Using form-grabbing trojans to steal online credentials for identity theft and financial fraud

Others perpetrate sophisticated electronic crimes 

Using off-the-shelf goods and services acquired at market

Ex: Spear phishing with “store bought” bank email lists, mailers, scam pages, and hosting



Goods produced include:

 online credentials (online banking, payment services)

 offline credentials (cc nums, SSNs)

 hosts themselves



Applications:

 Bots

 Cashiers credentials to funds

 Send more phish, spam
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Sensitive Data and Market 
Significance

Credit Card #s

SSNsBank Account #s

Pe
rc

en
ta

ge
 o

f 
La

be
le
d 

D
at

a

Sensitive Data 
Type

Presenter
Presentation Notes
Idea: More sensitive data means more potential fraud and monetary loss







Cyber spies have penetrated the U.S. electrical grid and 
left behind software programs that could be used to disrupt 
the system.
Transportation systems (air, truck, bus) the next?

Next generation 9/11 without suicide bombers!



Security Regulations
Business and security compliance is top-of-mind for 
executives
Protecting sensitive business & customer data is 
the key focus of regulatory compliance requirement



Business Impact of Lack of 
Compliance

Direct financial ramifications 
FTC fines
Compensation payout to 
customers
Cost of external security audits
Lost customer confidence

Research shows substantial 
indirect costs associated with 
brand damage



Do We Have Any Security 
Regulations for Transportation 
Systems?

E.g., any FAA rules?



Many applications & services
Traffic monitoring, authentication, 
command & control, etc.

Critical for running business
Large enterprise networks

1,000s network applications
1,000s staffs in IT support
$$ millions of dollars spent every 
year

Transportation Control System 
Management & Diagnosis
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